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Advance Diploma in Cyber Security 

 
Course Structure 

 
Semester I 

 

Code Subject 
 

Theory Marks 

 

Practical Marks 

 

Total Marks 

328101 Basics of Ethical Hacking 20 80 100 

328102 Application Attacks 20 80 100 

328103 Network Attacks 20 80 100 

328104 Cyber Security & Counter 

Measures 

20 80 100 

328105 Project 40 160 200 

 Total 120 480 600 

  
 
 

Semester II 
 

Code Subject 
 

Theory Marks 

 

Practical Marks 

 

Total Marks 

328201 IT Act & Incident Handling 20 80 100 

328202 Web Vulnerabilities & Counter 

Measures 

20 80 100 

328203 Penetration Testing 20 80 100 

328204 Data Recovery & OS Forensics 20 80 100 

328205 Project 40 160 200 

 Total 140 480 600 
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